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ABSTRACT

The digital revolution has changed how we connect with others, but it has also led to cyberbullying. This troubling form of online harassment
impacts millions around the world. Unlike traditional bullying, cyberbullying takes advantage of digital anonymity and the ability to
spread quickly, causing lasting psychological harm. This paper looks at how social media monitoring tools have been developed and put
into use to fight cyberbullying. We review detection methods that range from simple keyword systems to more advanced A1 solutions. We
also assess monitoring tools for various stakeholders and consider the ethical, legal, and technical challenges involved. Our findings
indicate that while these tools have potential, their success relies on balancing important issues like privacy, reducing bias, and gaining
user acceptance. We suggest research paths aimed at creating more effective, fair, and clear cyberbullying detection systems suited to
different cultural contexts.

INDEX TERMS—Cyberbullying, social media monitoring, artifi- cial intelligence, natural language processing, online safety, digital
ethics, content moderation.

I. INTRODUCTION

Social media platforms have fundamentally changed how people interact. They create new chances for connection but also lead to
cyberbullying, which is a form of harassment that affects over 70% of young people worldwide [1], [2]. What makes cyberbullying
especially harmful is that it can cross physical boundaries, happen at any time, and reach large audiences in seconds.

Recent research paints an alarming picture. Studies show that between 37% and 42% of young people have person- ally experienced
cyberbullying [3]. The consequences can be devastating. They include increased depression and anxiety, a decline in academic
performance, and in tragic cases, sui- cide [4], [5]. Several high-profile incidents have highlighted the urgent need for effective
intervention methods.

The large amount of content on social media platforms, billions of posts every day, makes it impossible to moderate everything by hand

[7]. This issue has led to the creation of automated monitoring systems that use artificial intelligence, machine learning, and natural
language processing to spot cyberbullying incidents in real time [8], [9].
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RATE OF CRIME

State Cases filled Change
in 2020 from 2019

Uttar Pradesh IR 1 X )] -2.8%
Karnataka [ [ /1] -106
Maharashtra N 5.496 10.7
Telangana [N 5.024 86.7

Assam N 3.530 58.2

Odisha Il 1.9 30.0

Andhra Pradesh |l 1.899 0.7
Bihar [l 1,512 44.0
Rajasthan | 1,354 -23.2
Gujarat i} 1,283 63.6
Jharkhand |} 1,204 10.0
Tamil Nadu |§ 782 1031
West Bengal § 712 359
Madhvya Pradesh . 699 16.)
Haryana |} 656 163

Kerala | 426 388
Punjab | 378 55.6
Chhattisgarh | 297 69.7
Uttarakhand | 243 143.0
Delhi | 168 46.

Fig. 1: Cyberbullying prevalence and impact data from NCRB Report [33]

II. CYBERBULLYING DETECTION METHODS

A. Evolution of Detection Approaches

The journey of cyberbullying detection technology reflects our growing understanding of online harassment patterns. Early systems
(2005-2010) relied on simple blacklists of offensive words [11]. While these approaches worked quickly, they generated many false
alarms and could be easily tricked through creative spelling or coded language.

The machine learning era from 2010 to 2015 was a major step forward. Supervised algorithms learned to tell the differ- ence between
harmful and harmless content by recognizing patterns [12]. These systems needed careful work on features, such as text patterns,
emotional tone analysis, and tracking user behavior.

When deep learning emerged from 2015 to 2020, it changed detection abilities with neural networks that automatically found complex
patterns in raw text data. Convolutional Neural Networks were great at identifying local text patterns. Recur- rent Neural Networks
focused on capturing important context and relationships. [13].

Today’s advanced systems from 2020 to now use trans- former architectures like BERT and GPT. These models under- stand context,
sarcasm, and subtle meanings through attention mechanisms trained on large datasets [14], [15].

B. Natural Language Processing Techniques

Modern cyberbullying detection uses advanced language analysis techniques to understand the details of online commu- nication [16].
These systems must manage the unique features of social media language. This includes hashtags, mentions, creative spelling variations,
and emojis.
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Beyond basic word identification, today’s tools look at word relationships and sentence structure to uncover threatening or harassing
intent. They can identify specific targets of harassment and assess emotional intensity to tell the difference between friendly teasing and
real attacks.

Contextual word embeddings from models like BERT are especially important. They show how word meanings change based on the
surrounding text [17]. These detailed represen- tations help systems understand the meaningful relationships that are important for
effective cyberbullying detection.

C. Keyword-based vs. Context-aware Detection

Traditional detection methods match content with prede- fined lists of offensive terms. This simple approach is fast but has issues. It
often flags innocent content as offensive, creating false positives. It can also miss hidden harassment, leading to false negatives [10].
Bullies can easily get around these systems by using misspellings, slang, and coded language.

Context-aware detection is an important improvement. It takes into account situational factors, the relationships between users, and the
larger context of conversations [18]. These systems can recognize subtle harassment even when there is no explicit language. They can
detect sarcasm and irony. They can also tell the difference between friendly banter and real bullying.

The best methods combine multimodal analysis by looking at text, images, and videos together [19]. They also look at network
connections and patterns over time. These patterns might show coordinated harassment campaigns.

D. Challenges in Subtle Bullying Detection

Some of the most harmful types of cyberbullying are still hard to spot automatically. Social exclusion, which means leaving someone
out of conversations or activities, rarely includes direct harassment language. Likewise, relational ag- gression, which involves social
manipulation and spreading rumors, often looks innocent at first glance [20].

Visual cyberbullying through memes, altered photos, and videos creates specific challenges. These forms of bullying might seem
harmless without understanding the cultural or contextual background. Differences in culture and language make it even harder to spot
[21].

Perhaps the most challenging aspect is the constantly chang- ing nature of bullying tactics. As perpetrators change their methods to avoid
being caught, monitoring systems need to keep updating while staying reliable.

( ) g N '8 ) 4 ™ s ™
Data Preprocessing Feature ML Output
Input Extraction Classification

Social Tokenization NLP Analysis BERT/GPT Alert/No Alert
Media | °| Normaiization| | S ¢ [ Models T .
Posts ) entimen Severity Level
S Emoji Analysis Ensemble
Imageges Processing Context Methods
Analysis
\ J J J \ /

Fig. 2: Architecture and processing workflow of modern cyberbullying detection systems
III. SOCIAL MEDIA MONITORING TOOLS
A. Tool Categories and Applications
Different stakeholders require different monitoring ap- proaches. This leads to the need for specialized tools tailored to various contexts.

Parental Control Tools help families protect children while respecting their growing independence. Tools like Bark use Al to check
messages across platforms and alert parents only to concerning content [23]. Qustodio balances monitoring with digital wellness

features. Net Nanny offers content filtering and detailed activity reports.

Enterprise Tools Protect employees and the organization’s reputation. Platforms like Sprinklr provide large-scale monitor- ing with
advanced threat detection. Hootsuite Insights merges social media management with risk monitoring [24].
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Educational Tools Help schools create safe learning envi- ronments while following student privacy rules. Use solutions like Securely
to monitor students’ digital activities. Focus on supportive intervention instead of punishment.

Law Enforcement Tools Assist with public safety monitor- ing and criminal investigations. This requires a careful balance between
effectiveness and privacy protections.

B. Key Features and Capabilities

Today’s monitoring tools include smart features to tackle the difficult issue of cyberbullying. Content analysis uses Al to grasp context,
intent, and emotional tone, going well beyond basic keyword matching. Real-time monitoring processes data from various platforms at
the same time, offering immediate alerts when potential threats arise.

Cross-platform integration tracks harassment campaigns across different social media platforms and messaging apps. Privacy protection
features, such as data minimization and encryption, make sure to follow relevant regulations and keep user trust.

C. Effectiveness and Performance Analysis

The effectiveness of monitoring tools varies greatly depend- ing on the technical method, where they are used, and how engaged the
users are. Parental control tools usually have the highest accuracy rates, achieving 85-95% precision in home settings where
monitoring is agreed upon and relevant information is easily accessible.

Enterprise tools face more challenges because of content volume and workplace privacy concerns. They usually achieve 70-85%
precision. Law enforcement tools focus on the quality of evidence rather than speed. They obtain high precision, but processing takes
longer.

User acceptance has a big effect on effectiveness. Successful implementations need clear policies, proper privacy protec- tions,
integration with current workflows, and straightforward communication about monitoring activities [22].

Cyberbullying and
Detection Tools Evolution

70%
affected
2020
Transformer
2015 models

2010 Al
- Mobile EMergence
° adoption
affected

2005 2010 2015 2020 2024
Early
social
media

Fig. 3: Historical Development of Cyberbullying Patterns and Detection Technologies

IV. ETHICAL CONSIDERATIONS

A. Privacy Rights and Data Protection

Monitoring tools raise privacy concerns, especially when used for children or in workplaces. Solutions need to balance safety goals with
basic privacy rights by using careful design principles [1].

Transparency helps users know what information is col- lected and how it is used. Data minimization limits collection to only what is

£ 2025 EPRAIJRD | Journal DOI: httpsy/doi.org/10.36713/epra2016 | https:/eprajournals.com/ |723 |



-

(LN

SJIF Impact Factor (2025): 8.688| ISI LF. Value: 1.241| Journal DOI: 10.36713/epra2016 ISSN: 2455-7838(0nline)
EPRA International Journal of Research and Development (IJRD)

Volume: 10 | Issue: 6 | June 2025 - Peer Reviewed Journal

necessary for detecting cyberbullying. Strong security measures protect the information that is gathered. User control mechanisms let
individuals access and manage their personal data [7].

The complex regulatory landscape, which includes GDPR, CCPA, FERPA, and COPPA, requires careful navigation of consent
procedures, data subject rights, and special protections for vulnerable populations.

B. Freedom of Expression Balance
A key challenge is to tell the difference between valid expression that deserves protection and harmful harassment that needs
intervention. Excessive content moderation can stifle minority viewpoints, artistic expression, and political discussion [18].

Context sensitivity is crucial for making proper distinctions. Identical words may be protected commentary in one situation but harmful
harassment in another. Human oversight and ap- peal mechanisms are essential safeguards against algorithmic overreach.

C. Algorithmic Bias and Fairness
Al systems can reinforce social biases that unfairly affect some groups or ways of communicating. Training data bias happens when
datasets include too many examples from some populations and too few from others, causing unfair performance patterns [21].

Representation bias occurs when some groups are repeat- edly shown as offenders or ignored as victims. Ways to reduce this bias include
using varied training datasets, bias-aware algorithms, fairness rules during optimization, and ongoing monitoring across different
demographic groups [15].

V. IMPLEMENTATION AND CHALLENGES

A. Technical Integration Challenges

Implementing cyberbullying monitoring tools comes with major technical challenges. Issues with platform integration happen due to
different API access rules, rate limits, and regular policy changes by social media companies [7].

Cross-platform coordination is crucial because cyberbully- ing often occurs across different services. However, monitoring faces
technical challenges in working together. Tools need to handle millions of interactions in real-time, which requires complex processing
systems and significant computing re- sources.

B. User Acceptance and Engagement
User acceptance ultimately decides how successful the implementation will be. To build trust, it is important to be open about what the
system can and cannot do, communicate clearly about how data will be handled, and show effectiveness without making excessive claims.

Privacy concerns differ among stakeholders. Parents focus on protecting their children. Employees care about privacy at work. Students
require freedom in their education. Successful implementations include monitoring levels suitable for differ- ent ages, options to opt
out, and proper privacy controls.

Training and education help users understand the risks of cyberbullying, what the tools can do, and how to respond ap- propriately.
Common reasons for resistance include concerns about surveillance, a perceived loss of autonomy, technical complexity, and potential
harm to relationships [23].

C. Accuracy and Performance Challenges
Balancing false positives and negatives while keeping de- tection accuracy high is still difficult. False positives hurt user trust and

burden human reviewers. This demands careful threshold adjustment and confidence scoring methods [10].

False negatives put victims at risk and weaken the system’s effectiveness. Lowering false negatives usually leads to more false positives.
This creates challenges in finding the right balance, as it involves considering competing priorities for specific situations.

Evolving threats and changing behaviors require regular updates to models. Bullies move to new platforms, come up with new evasion
techniques, and take advantage of system weaknesses. This calls for continuous investment in research.
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VI. CASE STUDIES

A. Shreya Singhal v. Union of India

The landmark 2015 Supreme Court judgment in Shreya Singhal v. Union of India set important rules for regulating online speech in
India. The Court invalidated Section 66A of the Information Technology Act for being unconstitutionally vague in its ban on ”offensive”
or "menacing” online mes- sages [26].

Justice Nariman made an important distinction between advocacy, discussion, and incitement. He concluded that only speech that
qualifies as “incitement” deserves restriction. The Court also set a higher standard for automated content removal by ruling that
intermediaries cannot be required to judge the legality of content on their own [27].

This ruling greatly affects how cyberbullying is detected in India. It requires clear definitions of what content is not allowed. It also
mandates a distinction between offensive speech and truly harmful content. Additionally, it sets tougher evidence standards for limiting
speech and reduces intermedi- ary liability for unclear content [29].

B. State of West Bengal v. Animesh Boxi

The 2018 case State of West Bengal v. Animesh Boxi was a significant moment in the fight against revenge pornography. It was the
first conviction under the IT Act for this crime. The ruling set important guidelines for dealing with intimate content in cases of
cyberbullying. The Tamluk court sentenced the defendant to five years in prison for sharing intimate videos of his former girlfriend online
[27].

Judge Siddique highlighted the serious psychological trauma, damage to reputation, and lasting effects suffered by the victim. The ruling
stated that digital harms should face serious criminal penalties similar to those for physical harms. It pointed out that cyberbullying
involving intimate content leads to especially harmful and long-lasting damage [30].

This case established important principles for monitoring tools. It highlighted the need for early detection of intimate content sharing. It
recognized that some content categories need more direct intervention. It also acknowledged that digital harm is considered physical
harm in a legal sense. Finally, it emphasized victim-centered approaches to digital harassment [29].

VII. LEGAL FRAMEWORK IN INDIA
India tackles cyberbullying with specific cyber laws, general criminal laws, and constitutional protections. The Information Technology
Act, 2000, amended in 2008, handles online offenses with several relevant sections [26]:

Section 67 prohibits publishing “obscene material” elec- tronically. Section 67A focuses on sexually explicit content. Section 66E makes
it a crime to violate privacy by capturing or sharing private images. These laws tackle different types of cyberbullying, with penalties
that can include up to five years in prison and significant fines [27].

The Indian Penal Code adds to the IT Act with rules about defamation (Section 499), sexual harassment (Section 354A), anonymous
criminal intimidation (Section 507), and insulting women’s modesty (Section 509). Courts are using these tradi- tional criminal rules
more often in digital situations [28].

The Right to Privacy is recognized as a fundamental right under Article 21 by the Supreme Court in Justice K.S. Puttaswamy v. Union
of India (2017) creates tension with monitoring approaches. This judgment set up a three-part test for privacy restrictions that looks at
legality, necessity, and proportionality [27].

The Information Technology Rules of 2021 impose impor- tant responsibilities on social media platforms. These include clear
community guidelines, complaint mechanisms with strict time limits, the appointment of grievance officers, proactive monitoring for
harmful content, and the ability to trace the origin of information [29].

VIII. RECOMMENDATIONS
A. Technical Enhancement Opportunities
Multilingual Detection Systems are essential in India’s diverse linguistic landscape, which includes 22 official lan- guages and many
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dialects. Research from IIT Kharagpur shows that language-specific models perform better than translation-based approaches by 12-
18% for detecting cyber- bullying in languages such as Hindi, Bengali, and Tamil [31]. Cross-language learning techniques can help
with resource limitations for underrepresented Indian languages.

Cultural Context Integration Must consider India’s di- verse culture. Research from IIIT Hyderabad shows that models that include
regional cultural knowledge improve ac- curacy by almost 25% in detecting implicit harassment [31]. Collaboration between social
scientists and Al experts could create training datasets that reflect the unique cultural contexts of different regions. This effort would
focus on harassment patterns in India related to caste, religion, and gender [27].

Low-Resource Computing Solutions are important for broader use across India’s digital divide. CSIR-CEERI has cre- ated effective
detection models that work on basic smartphones found in semi-urban and rural India. These models lower com- putational needs by 65%
while keeping 92% accuracy. [32].

B. Future Research Directions
Advanced Al Understanding Tomorrow’s detection sys- tems will use advanced Al technologies to better understand context, intent,
and communication details. Large language models offer unique abilities for grasping the nuances of human interaction [14].

Multimodal analysis that looks at text, images, videos, and audio together will allow for better threat assessment. Learning methods will
support quick changes to new harassment tactics without needing extensive retraining [15].

Privacy-Preserving Technologies Future monitoring sys- tems must include better privacy protections to meet rising concerns and
regulatory needs. Federated learning enables model training using distributed datasets without storing sen- sitive information in one
central place [24].

Differential privacy offers mathematical protection against data extraction from models or system outputs. On-device processing allows
for monitoring without sending personal data to the cloud. This approach tackles privacy issues while cutting down on bandwidth needs.

Supportive Intervention Approaches Next-generation tools should do more than just detect cyberbullying. They should provide real
help for those impacted. Al-powered support systems could give immediate emotional support, crisis intervention, and links to human
counselors when nec- essary [25].

Personalized educational programs could help users build digital citizenship skills. These programs can encourage em- pathy,
communication, and proper online behavior based on individual needs [5].

IX. CONCLUSION

Social media monitoring tools are essential in tackling the rising issue of cyberbullying in our digital world. Detection technology has
developed from basic keyword filters to ad- vanced Al systems that grasp context, intent, and subtle pat- terns of harassment. However,
important challenges still exist in reaching high accuracy while keeping up with changing threats.

Different monitoring approaches meet various stakeholder needs, and their effectiveness depends on technical skills and human factors
such as user acceptance, privacy protection, and workflow integration. Ethical considerations require a careful balance between safety
and privacy, protection and freedom of expression, as well as effectiveness and fairness.

Implementation challenges include technical integration, user acceptance, and improving performance. Future develop- ments will
improve Al skills, strengthen privacy protections, create supportive intervention systems, and set up suitable governance frameworks.
Success needs ongoing collaboration among technology developers, researchers, policymakers, and communities.

The main goal goes beyond just detecting cyberbullying. It aims to build positive online communities where everyone can participate

safely and respectfully. Achieving this vision requires continuous innovation guided by ethical responsibility and a strong respect for
human dignity in digital spaces.
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